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My dumbest encounter was with FBI special agent Mike Moore,
what he found was a PDF, I never conspired on any of it,
I finally did the Antiforensics on Exfat, Fat32, on my
SSDs, cleared every PDF of it off, will not do that again. ;
The dumbest thing you can do on Linux is install Amule,
Limewire, Imule, Imesh, Kazza, anything not Policed,
that makes you look like a child predator LOL ... ;
Those embedded Linux Computers that connect to the Internet
are not safe, Andriod is the least Secure Linux Distro. ;
One APK file for Android ends up being Ransomware LOL. ;
Alpine, Debian, Arch, Gentoo, are better than Andriod. ;
Never buy things with modern Capacitive Touch Screens. ;
Quit all that social media, cool people use phone ... ;
Jitsi Meet, Internet Relay Chat, Mumble Voice Chat ... ;
Web dot Libera dot Chat, do you not see how it better. ;
Oh wait there are better alternatives to Netguard ... ;
Throw away all your trackers and IOT devices,
get Netguard for Graphene OS on your Degoogled Phone,
a Phone is only Degoogled when No Email is linked. ;
Get rid of most computers, they are the problem,
get rid of WiFi for Wired Ethernet, get rid of
bluetooth, get rid of Wireless Keyboards, easy ... ;
A weak sudo and root user password on Linux or BSD
is always a common mistake as well as Open Ports on
your ISP, choice of ISP, and even Open Ports on Localhost. ;
nmap -Pn -O <ISP_IP> plus <localhost> there you go .... ;
Notice anything strange when running Etherape as Root ... ;
Now check your whole activity with Wireshark also ... ;
The other way to run your Linux or BSD system is to
go ahead and run it to RAM DISK as a Live OS, very
easy to do, Ventoy, Virtualbox, WSL, not hard at all. ;
Always spoof your mac address to random PERIOD ... ;
Always DNS filter with say 888844449999 any .... ;
Cybersecurity Architect's handbook is Free Period ... ;
Open DNS blocks all the P*** by Default ... ;
Always block domains with Ultimate Hosts File List ... ;
You must always encrypt your SSD or Hard Drive with
either Veracrypt or LUKS for Linux or Geli for BSD,
I Mean if you do not Encrypt your whole HDD SSD you
will have all your files accessed by anyone .... ;
You must always base32 or base64 encode an AES encrypted
file that is either Zip or Seven Zip because it gets
deleted otherwise as it will show up as suspicious ... ;
DNS filtering, well no duh, you must get a hosts file
black list also Ultimate Hosts file black list ... ;
You can also block with both IPTABLES and PFSENSE ... ;
And Ublock Origin, Privacy Badger, Decentraleyes,
Canvas Blocker, Return YTD, and Down Them All ... ;
Use Chromium, not Google Chrome, Firefox also sucks ... ;
Please Replace Brave with Chromium and TOR please ... ;
Ditch Brave, Uninstall it, get TOR instead Period ... ;
WPA3 can still be cracked so it is better to not use
WiFi at all and use Wired Ethernet you dumb *** .... ;
You are dumber for using Pub WiFi and getting packet
sniffed by Script Kiddies in Kali Linux LOL WTF??? ... ;
This is the Footer EOF of this Useless Drivel ... ;
